REGISTERED E-MAIL

Powered by RPOST




= By RPest

(R)egistered e-Mail

Legal Proof™ of:
* sending,
* delivery,
 content,

e authorship...

A global standard for accountable electronic communication



RFs What is Registered e-Mail ?

Registered e-Mail™ protects sender by decreasing risk in e-mail

Provides extra accountability in e-mail

Proves what was said Tip: Send Registered e-Mail™
when you want your

Proves when sent message to stand out.

Proves who sent

Proves whether accepted by the receiver

Proves whether e-mail was tampered with

Provides e-mail archive that is “authentication ready”

Sender has Verifiable Proof
+ Receiver is Aware Sender has Proof

Registered e-Mail™"<

= Accountability

N—




To send Registered e-Mail™ . ..
simply press the “Send Registered™” button.

Send Reqgistere J =5end -
| Ta... I Jake Finnel

ES| . =@

Subject: | Final Cffer

Jake,

| reached my client, and here 1z what we propose:

It’s that simple!



% Re: Purchase Order - Message (HTML) . ~=1olx|

Ele Edt Wew Insert Formet Tooks  Actions  Hep Type a question For help =

-_—
Lopeply | Fareplytoll | G Forwerd | S By | ¥ |0 X |4 - - [7) 4

--—-  The Registered Receipt” proves legal

Subject: Re: Purchase Order

delivery to any and all Internet addresses.

Delivery Receipt

This is your Registersd e-Mail Deliery Receipt. This receipt provides: i) an oficial time stamp, i) proof that your
message (attached) was sent and to whom it was sent. iii proof that your message was delivered to its addressees or
their authorized electronic agents, i) proof of the content of your original message and all attachments. You should
keep a copy of this receipt together with all of its attachments for your records. Note that the Registered e-Mail service
does not retain any copy of your e-mail or this receipt. In the event anyone requires proof of this receipt’s authenticity,
that person may forward a copy of this receipt, with its original attachments, to verify@rpost.net and receive an
authenticating rply.

FROM:['Alex Khan' <akhan@rpost.com>
SUBJECT [Purchase Order

TO:[Jake Finnell” <jake@payrolling.coms
¢ [ulenga@ast com” <gulpngo@acl.com>
" m" com®

BCC:
Network ID: 06701 c2fd3e§e7b 35042137 3315@main. rpost.com

Received [17 Apr 2003 19 42:23.0125 [U1C) / Returned to Sender Within 6 hours-

Delivery Status

Delivered  |Delivered Opened
wrey Jocal
delivered to Delivered to a7 /2003 12028 PM(

L)
v" Proof of Sendin
arz003 amons
com com  [Opened HTTP 472002 1:46:13 PhiC-
07o0)

7az61 F1 vy

2200z
12:0262 Pu(- [12:4428 An
o700y o7on)

— v Proof of Delivery

[Message ID [File size_ [Digital Fingerprint
|proa0T12435256 | 2T [BCEDC548088E62263966531 ADO020669352137 CA

v Proof of Content (including attachments

C27DB23DD23A5FFECT AES3F B3933B825 0241 ACSF

Marme Address Status Details

khan@rpost.com| akhan@rost. corm 47003

(Opened HTTP e Pt

[RPost vers 2.0 Patent Pending 6, 0, 0, 3f 040703 18:31:21 Opening Socket./ Cannecting to

Imail. payrolling. com/ HELO rpost.net/ 260 jess. hostdsites.net Hello trans2.rpost.net [64.52.140.22)/ MAIL
[FROM: <rcptG 1040712435256 x| @rpost. net=/ 250 <rcptG1040712435256 %1 @rpost nets is syntactically
lcomect/ RCPT TO: - SENRFRRFREE
[Enter message, e
IReceipt-To: "Alex . . .
.| Tip: Delivery Receipts are stored b
lKhan"<G 10407 124) ] y y
['akhan@rpost co

510407 124 35256]

~ -1 default in a separate folder within

fakhan@rpost.com
Irast.com Original

2| your Inbox. Press View > Folder List

[12:42:59 -0700 M|
[Registration: #0044

oL then press the + next to the Inbox
B /

= **RPost does not store any e-mail.™

Posorad by

Temms And Conditions




Delivery Status
Legal delivery for Registered e-Mail™ is analogous
to that of receipted Postal Service and courier mail.

Statu

Delivery Status /
Mame Address /Statua Details

Delivered  [Delivered Cpened
(UTC) (locall flacall

delivered to eliverad to 72003 WT L2003

' ' ' . : . 12:42:42 P -
lake Finnell Jake@payrnllmg.%m il ail payrolling.com |7:4298 Pu [ 17502 i

H’ 42003 42003
e

ATL20032
7:42:51 P 12:42:51 PMC- | 1:12:12 P -

gulpngo@@aonl. com gulpngu@anl.cnrt Cpened
0700) 0700

N
Registered e-Mail™ Traditional Mail
— Opened Recipient sighed
Legal Delivery < Mailbox Assistant signed, put on desk
Mail Server Mail Room signed

Tip: The e-mail is legally | ~— Failure No one signs for it
delivered unless it says:

Delivery Failure.

12:42:52 PM; - |12:4428 Pui-
07007 0700)

7252 P

akhani@rpost.com akhan@rpnst.cur\ aqmonz | eNDE L2003

McDermott, Will & Emery legal opinion. Confirmed by ESIGN, UETA laws.




Receipt Authentication

The Receipt Authentication™ regenerates the transmission data and
delivery status of the e-mail as well as re-presents the original e-mail.

i¥% Re: Message #G1040712435256 - Message (HIML) _ =101 x|

File Edt View Insert Format Tools Actions  Help Type & question for help

©oReply  fHiRephyto Al 4EForward &S LRI I N | @ 2.

From: Authentication [admin@rpost,com] Sent: Tue 4/8(2003 10:26 AM

¥ (R) Purchase Order - Message (HTML) ;IEIEI

File Edit ‘iew Insert Format  Tools  Ackions  Help Type a question for help =

Coreply  RReplyto Al o8 Forward | S LIRS P R R | @ A

Ta: akhan@rpost,com
Ce:

Subject: Re:

Atkachment:

Registration (R)eceipt Authentication

The receipt you have submitted to our systen(is walid a)d prowes that the message:
FROM]"Alex Khan" N W
TO:| "Jake Finnel” N
CC| "gulpngo@acl.com” | "akhan@rmost. com” N
BCC NG
SUBJECT| (R) Purchase Order N

invoice. xls
Standard Pricing. DOC

N\

wias recelved by the registration server at. 07 Apr 2003 19:42:23.0126 (UTC) and was sBRlo the
following destinations with these results.

ATTACHMENTS

Delivery Status

. Delivered  |Delivered Opened
Mame Address Status Details {UTC) {local) {local)

delivered to Delivered to 472003 44772003

- - f e 12:42:48 P(-
railbox mail payrolling.com 74298 P 20y
472003 ATIZ003
12:4251 PhI(- [1:18:13 P -
07003 07003

47772003 472003

Opened HTTF ;‘ZE?SSPM 1204252 PMC- [12:4425 AML -
o 07003 0700}

ake Finnell jake@payrolling.com

4Fi2002

gulpngo@@aol.com | gulpngo@@anl.com Dpened HTTP 4954 PR

akhan@rpost. com| akhan@rpost. com

An accurate copy of the original message and its attachments is attached to this message

[fyou have questions about the authenticity of this message you may
authenticate it by forwarding it, with all of its attachments in place, to venfyireost nel.

Powared by @;‘3‘7

Faor more information contact admin@@rpost com

From: Alex Khan [akhan@rpost. com] S % 3 12:50 PM
FO: Jake Finnell (jake@payroling.com)
ol ‘gulpngo@aol.com'; ‘akhan@rpost. com' \e «

Subject: (R} Purchase Crder @
aAttachments: 5 invoice.xls (377 KB); B standard Pricing DOC (269 KE)
unit with & minimum order of 1,000

Dear Sir,

This is to confirm the GSA pricing of O n%v
units. e

ol 6@6 of

50

[-|

Message & attachments authenticated,
regenerated - as originally processed

Proves authenticity of Registered
Receipt™ submitted for verification

Verified delivery status proving
original e-mail transmission

Note: RPost does not store e-mail




—®

Value Comparison

Registered e-Mail™ provides more protection to the sender
than any other delivery alternative. Further, it does so at a

lower cost and with greater simplicity.

(R)egistered
e-Mail™

Standard
e-mail

Fax

Certified mail
or courier

Proof of Delivery

Yes - Proof

Confirm
Sometimes

Confirm
Sometimes

Yes

Proof of Content

Yes

No

No

No

Simplicity of Sending

Yes

Yes

No

No

Time to Delivery

Instantaneous

Instantaneous

Minutes/page

Cost

< 25 cents

Low

Variable
(distance & size)




